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GURRENT ENGRYPTION IS AT RISK
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Shor’s Algorithm

INn 1994 Peter Shor discovered
a very important guantum
program: decomposing
Integers into its prime factors
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Post-Quantum Encryption

QUANTUM-
BREAKABLE

RSA Diffie-Hellman Elliptic curve
encryption key exchange cryptography 99 of
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NIST: National Institute for Standards and Technology

STANDARD REFERENCE MATERIAL®
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T?“v"' Institute of Standards and Technology
92y Administration. U.S. Department of Commerce
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January 30, 2019

NIST Reveals 26 Algorithms Advancing to
the Post-Quantum Crypto ‘Semifinals’

April 11,2018

NIST’s New Quantum Method Generates
Really Random Numbers




Producing Certifiably Random Numbers

Credit: Center for Quantum Technologies



Two problems with NIST's approach:

1) Alice and Bob need be 260 meters apart
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2) 132,000,000 trials - over 4 days - required to
generate 256 random numbers




Absolute Security
“SECURITY AGAINST

QUANTUM HACKING THREATS
D
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lIronBridge: Encryption through Certifiable gRNG

1) Server-rack device
Entangled photonics

~] 6 Mbps Cambridge
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3) Custom Implementation
via FPGA




Internet of Things
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Watermarking
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Watermarking Applications

Photo & Video
Piracy

E-Contracts Health Care Data



Cambridge Quantum Computing

e Cambridge Quantum Computing
combining expertise in guantum
encryption/security, machine
learning, compilers, and chemistry

e \We design solutions that will utilize
gquantum computing even in its
earliest forms

e | eading Quantum Readiness
Program in UK

Washington
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